Setting Up Your VPN Connection on XP

1. Click on Start, then select Programs then Accessories
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2. Select Communications then New Connection Wizard
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3. In the New Connection Wizard click Next

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps pou;
* Connect to the [ntermet,

* Connect toa private nebwaork, such as your workplace
netwark,

* Set up a home or small office network.

Tao continue, chick Mest.
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4. Select Connect to the Network at my workplace and click Next



Mew Connection Wizard

Metwork Connection Type
W'hat do pou want to do?

i~ Connect to the Internet
Connect to the Intermet 2o you can browse the “Web and read email.

¥ Connect to the network at my workplace

Connect to a business netwark [uzing dial-up or %¥PH] 20 you can wark from home,
a field office, or another location.

" Set up a home or egmall office network
Connect ta an exizting hame ar small office nebwork, or 2et up a new one.

{~ Set up an advanced connection

Connect directly to anather computer wsing your senal, parallel, or infrared port, or
zet up thiz computer zo that ather computers can connect to it

< Back I Mext > E I Cancel

5. Select Virtual Private Network connection and click Next

Mew Connection Wizard

Metwork Connechion
Haw dio pau want to connect o the nebwark, at your workplace?

Create the following connection;

" Dial-up connection

Connect using a modem and a regular phone line ar an Integrated S ervices Digital
Metwark: [ISDM] phone line.

£+ ¥Mirtual Private Network connection

Connect to the network, using a wirtual private nebwork. [YPM] connection over the
Internet.

< Back I Mext >& I Cancel




6. Enter CompanyName VPN into the Company Name field and click Next

Mew Connection Wizard

Connection Hame
Specify a name for this connection bo wour work place.

Type a name for thiz connection in the following bos,

Company Mame

CompanyM ame WPH

Faor example, you could twpe the name of your workplace or the name of a server you
will connect ta,
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7. Refer to the VPN Information Sheet (that was faxed to you) for the VPN/PPTP

Server name and enter that in the Host name or IP Address field. Click Next



Mew Connection Wizard

YPH Server Selection
wihat iz the name or address of the WP semver?

Tupe the hast name or Internet Pratocal [IP] address of the computer ta which pau are
cohnecting.

Hoszt name or IF addrezs [for example, microzoft.com or 157.54.0.7

gatekeeper companyname. com
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8. Place a check in the box Add a shortcut to this connection to my desktop and

click Finish



Mew Connection Wizard

Completing the New Connection
Wizard

You have successtully completed the stepz needed to
create the following connection:

Companydame ¥YPH
* Share with all uzers of thiz computer

The connection will be zaved in the Netwark,
Connections folder.

v indd a shortcut ta this connection ta my desktop

To create the connection and cloze thiz wizard, click Finizh.

< Back I Finish[E I Cancel

9. Double-click the CompanyName VPN icon on the desktop

CompanyMame

VP

10. Click the Properties button.




Connect CompanyMName ¥PMN

Lzer name: I

Pazsword: I

[ Save thiz user name and password for the following users:
% be anly

= Anyone who uzes this computer

LConnect I Cancel | F'rgperties’\L Help |

L,

11.With the General tab selected, you can optionally have Windows dial your ISP
before dialing the VPN. Only do this if you have an analog (or modem) dial-up

connection.



#* CompanyMame ¥YPN Properties 7] =]
General | Elptinnsl Securityl Netwurkingl .-’-'-.dvanu:edl

Hozt name ar P address of destination [such az microsaft.cam ar
157 5401

Igatekeeper.cnmpanyname.u:u:-m

— Firgt connect

Windows can firzt connect the public network, such as the
Internet, befare trying o establizh this virtual connection.

I Dial another connection first:

] &

¥ Show icon in notification area when connected

(] I Cancel |

12.Click the Security tab and place a check next to Advanced (custom settings) then

click the Settings... button



& CompanyMName ¥PN Properties

Generall Options ~ Security Netwurkingl .-’-'-.dvanu:edl

— Securty options
" Typical [recommended settings]

Walidate my identity a2 fallaws:

[T Automatically use my Windows logen name and
pazaword [and demaimif any]

™| Eequire data encryption [dizzonnect it none]

&+ PAdvanced [custom sethingst

Ilzing thesze settings requires a knowledge T
of security protocols. 2N

kd

IPSec Settings... |

L

Caricel |

13. At the top of the Advanced Security Settings window in the Data encryption

field, select Require encryption (disconnect if server declines) In the Logon

security section, do the following:

1. Place a check next to Allow these protocols

2. Check Microsoft CHAP (MS-CHAP)

3. Check Microsoft CHAP Version 2 (MS-CHAP v2)

4. Click OK



Advanced Security Settings g 21x]

Data encryption;

Require encroption [disconnect if server declines) j

— Logor security

" Use Extensible Authentication Protocol [EAP)

fud
Froperties |
&+ Allow theze protocols
[ Unenciypted password [P4F)
[~ Shiva Pazsword suthentication Protocal [SPAF]
[T Challenge Handzhake Authertication Pratocol [CHAR)
¥ Microsoft CHAP [MS-CHAPY

[T Allow older M5-CHAP version for Windows 95 servers
¥ Microzoft CHAP Version 2 [MS-CHAP +2)

[ For M5-CHAP baszed protocaols, automatically use my
“Windaws logon name and pazsward [and damait iF any]

k. E I Carnicel

14.In the VPN Properties Window, click OK

Initiating Your VPN Connection

1. If you have an analog modem connection, make sure your Internet connection is

active.

If you have the First connect option enabled, proceed to step 2.
2. Double click the VPN icon on your desktop

2
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CompanyMame

PN

3. Refer to the VPN Information sheet that was faxed to you and proceed with the
following:



1. Enter your Username in the User name: field
Enter your Password in the Password: field

Optional: Place a check in the save password box and select Me only

> WD

Click Connect

Connect CompanyMName ¥PN

Ilzer name: Iusername

Paszword: I-"-u“

¥ Save this user name and password for the following users:
&+ Me only

i~ Anypone whao uzes this computer

LConnect & ! Cancel Froperties Help

4. A dialog box should appear to show the username and password is being verified

5. There will be a small icon in the task tray near the clock showing the status of the

vpn connection, the 2 small PC icons flash indicating network activity over the VPN.
Disconnecting Your VPN Connection

1. When you have finished your session, right click the VPN icon in the task bar

2. Select Disconnect



