Security
» Complete data control

« Encrypted before transport

o 448-bit data encryption,

* Remote computer tracking .

Automated Offsite Backup Solution

Building Security - SAS 70 Type II certified facility

128-bit communication encryption
IP Video surveillance recorded and stored for 90 days

http:/offsite.best-it-shop.com

= Locked cabinets, cages, storage, and suites

T

Client Server
* Data can only be transferred at the MAX speed

of the available throughput. The initial backup
could take up to 3 to 6 months to backup.

Remote Administration
» http://offsite.best-it-shop.com:4280
« Automatic reports and alerts via email

Dedicated Managed Backup Server i:
o

= 24x7 multi-level security
= 24x7 network operations center

Statement on Auditing Standards (SAS) No. 70, Service Organizations, is a widely recognized auditing standard
developed by the American Institute of Certified Public Accountants (AICPA). A service auditor's examination
performed in accordance with SAS No. 70 ("SAS 70 Audit") is widely recognized, because it represents that a service
organization has been through an in-depth audit of their control objectives and control activities, which often include
controls over information technology and related processes.In today's global economy, service organizations or service
providers must demonstrate that they have adequate controls and safeguards when they host or process data belonging to their
customers. In addition, the requirements of Section 404 of the Sarbanes-Oxley Act of 2002 make SAS 70 audit reports even more
important to the process of reporting on the effectiveness of internal control over financial reporting.

Firewall

Hardware

= Dell PowerEdge Servers RAID 5 (Your Data will be stored on 3 servers)
= RAID 5 Drives

- B = Redundant Power Supplies (Building has a generator)
Initial Data Storage - PowerEdge « Redundant NIC Cards
= Redundant Tier 1 bandwidth providers

A = Redundant power feeds into facility

Network Attached Storage Network Attached Storage
Second Copy - RAID 5 Third Copy - RAID 5
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Real Time Service Monitoring and Alert Notification

Our real time service monitoring and alert notification system will keep us informed on the status of the services that are running on your network.
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